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XA AV —I)LITEEEERZEI D

A—Y—DHNETTCEET,

Ranstc ware and

Real-Time Protection Turn off pr

@ Anti-Ransomware protection is enabled.
@ MBR protection is enabled.

@ File protection is enabled.

Detected Threats

§¥ There are no detected threats. Viey
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This view s information about ed threats and tf

Timestamp Incident Type Description
31/03/2017 10:27:24  Malware Activity Process 'C¥Users¥jupiter¥Documents¥RanSim¥TestDirectory¥Scenarios¥InsideCryptor¥275253983_Insi...

Malware Activit:

Users¥jupiter¥Dacuments¥RanSim¥TestDirectory¥Scenarios¥StrongCryptorFast¥ 1339915

Malware Activity | Process 'Ci¥Users¥jupiter¥Documents¥RanSim¥TestDirectory¥Scenarios¥StrongCryptorNet¥120882

Malware Activity | Process 'Ci¥Users¥jupiter¥Documents¥RanSim¥TestDirectory¥Scenarios¥WWeak Cryptor¥ 1458628345

7_Mover.dud...

Malware Activity  Process 'Ci¥Users¥jupiter¥Documents¥RanSim¥TestDirectory¥Scenarios¥Moveré

Malware Activi Process

Malware Activi Process

Malware Activity  Proces:

sers¥jupiter¥Documents¥RanSim¥TestDirectory¥Scenarios¥LockyVariant¥13603

BIREEREF AW —Y—(& TAlerts] &7
R—ZDHTHERNEI—F—A>F—T1TA4X
HEITTEEI, TEMASOFT Ranstop1>>F>
NUX BMOFRRENET,

Malware Activity | Process 'C¥Users¥jupiter¥Dacuments¥RanSim¥TestDirectary¥Scenarios¥StrongCryptor¥

Malware Activity | Process 'C¥Users¥jupiter¥Documents¥RanSim¥TestDirectory¥Scenarios¥ ThorVariant¥1648050412_Tho...
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Change file version Currently showing: First version (newest) Refresh 12' H Tﬁg Td\ j /I/) I/—YDT /r l/a |\ |J b\ — E/j__\ é

Name 4 | Timestamp Type Path
4 [usc¥ - Drive c¥ - ngs g_
4 (& Users - Folder C¥Users ©
(& jupiter - Folder C¥Users¥jupiter
(3 Desktop - Folder C¥Users¥jupiter¥Desktop
2 (@ Documents - Folder C¥lUsers
» [ B3 Downloads - Folder C¥Users¥jupiter ?glElflE(j:Zt)@j'jl/a NS IER
0@ Music - Folder C¥Users¥jupiter¥Music
3 Pictures - Folder C¥Users¥jupiter¥Picturs _ngsa_ .
2 @ Videos - Folder C¥lUsers erfVideos
b [ testuser - Folder C¥Users¥testuse REStU 1= =~

* Original location :
Chigiris|jocaticn 7AW EAYSFILDBHRIC
. Select location DAK79TD

+ Select location :
| Edit the list of paths excluded from backup Remave from backup Restore v |J X I\T?EO) j 7r ) I/Q‘— %}ETE th
UAKZID

e E¥ - Drive E¥

Remove from backup W

A TJ7A)IEINRNTCERIIFTED
® Exclusions x IN—=3>DHHIFITDZET

Add, edit or remove paths to be excluded from backup "ﬁ'” ".-'EFSiDl'IS } (\\J 07\y j%g |J —_ >7\y j
Exclusion 3_5(__’. &b\\t“ggzg_o
?¥program files™ C

T ¥programdata¥”

T¥windows¥”

e oppont BWEDIAINSGT—=2UTILEFA LI IV T

v DM E LUIEWEE(E. BEA FD [Edit the
Count=6 list of paths excluded from backupl U>2%
D)W IUTRENEUIZWT AILFIZIEEEL
F9,

¥users¥all users¥

T¥&recucle hin¥®

Add Edit Remove
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Backup config Add new application to whitelist % E_C = gf@' T C EE = 77° 1) b—_ > 3>
- = TOBFERITENT . LOT 7EDE L B

C:¥Program Files¥AV¥MyAV.exe

ion format e.g. ¢:¥Program Files¥™.exe 1 l i l é /‘-/O

Application whitelist Application whitelist

Reactions Expressi

@ TemASOFT Ranstop ® X
RA N STO P Dashboard Alerts Recavery Settings
Application whitelist BaCkUP conflguration

, Add, edit or remove the extensions of the files that are subject to backup.
Backup config

File extension -
Alerting of

ST
Reactions

b
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Test settings
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RANSTOP Dashboard ~ Alerts ~ Recovery  Settings

Application whitelist Reactions

Perform additional actions when ransomware is detected
® Disable network interfaces
Alerting ) Shutdown machine
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ZERECSTET, —
2DDATS I N SBRTEET

» Disable network interfaces :
TEMASOFT RanstophBeRiEAZPRLE T BT=s(C
Y RND—=DA>2AA—T 1A RZENCULET,

« Shutdown machine :
T7ANANDETEIRBDIR D=8 TBIZ8D Save setings
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Ranstop -> Settings -> Application whitelist T
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